
 
COVID-19 CYBER AND FRAUD PROTECT MESSAGES 

 
Friday 22 May 2020 

This advice has been collated by EMSOU and is intended for wider distribution within 
the East Midlands Region to raise awareness among businesses and the public. 
Advice and information is changing daily as we navigate our way through the COVID-
19 pandemic, so please ensure you only take information from reputable sources.  
If you require any further information, assistance or guidance please contact the 
EMSOU Protect Team EMSOU Protect Team or your local Force protect team. 

 
Today’s topic is ‘Internet of Things (IoT)’ 
The Internet of Things (IoT) describes all those devices 
that connect to the internet and to each other on a 
home or business network.  It is estimated that there 
will be as many as 75 billion connected IoT devices by 
2025 - smart TVs, refrigerators, baby monitors, 
security cameras, printers, thermostats, lights, vending 
machines and locks etc. Whilst these can be hugely 
beneficial to everyday life, they also represent 
opportunities for cyber criminals to exploit. 
 
There have been claims of hackers seizing control of baby monitors and children’s toys to spy 
on families; thermostats used to determine whether anyone is at home and even hackable 
pacemakers and insulin pumps. It’s not just individuals and home users at risk. A brick-and-
mortar jewellery store was taken offline recently when 25,000 compromised security cameras 
were used to bombard its network with spurious traffic. 
 
Why are devices vulnerable? 
Security has not always been a top priority for some IoT manufacturers. This is partly because 
of cost or technical implications. However, even the most carefully considered device can fall 
foul to the considerable imagination and technical skills of the modern day hacker. 
 
How can IoT devices be secured? 
Your Internet Service Provider can provide documentation demonstrating how to change the 
settings of your router or hub.  The hub is the device that gives a home access to the internet 
and connects IoT devices. It is the principal gateway and should be fortified by: 

• Renaming it: This might stop criminals identifying the make or model of the hub, which 
can be used to attack it. 

• Set up WPA2 personal: This will keep a network secure by encrypting communication 
between devices. 
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• Set up a guest network: This will allow visitors to have internet access without 

encroaching on personal or business related devices and data. 
• Changing default usernames and passwords: These are known or easily 

researched by attackers. Consider using three random words, separated with a symbol 
or upper case letters. 

 
It is not just the hub that should be secured: 

• Change IoT default passwords where possible to increase security 
• Check the security settings if possible as this will minimise the loss of personal 

data. 
• Disable features you may not need: The more features used, the greater the attack 

surface and the more vulnerable the device is. 
• Keep software up to date: Updates fix security weaknesses. This includes updating 

things like the mobile phone which is used to manage these devices as well as the 
devices themselves. If a device cannot be updated, consider placing it and similar 
devices, on a separate part of the network. 

• Use 2FA: Two factor authentication, such as a one-time code sent to your mobile can 
keep the bad guys out. If a smart-device app offers 2FA, use it. 

• Do not use public Wi-Fi: Public Wi-Fi, such as that found in coffee shops, restaurants 
and hotels, are unknown and untrusted networks. 

• If purchasing new IoT devices: Check the vendor takes security and privacy 
seriously. 

 
For more information can be found on the NCSC website.  

 
Webinar – Thursday 28th May 2020 @ 1400 – 1500 hrs 

Topic: Applied Incident Response.  
The faster your organisation can detect & respond to a security incident, the less likely it will 
have a significant impact on your data, reputation and finances.  
Ideally suited for small to medium sized organisations, this presentation will help Business 
Leaders and IT Managers prepare for a cyber-attack and respond effectively in a crisis. 
 
To register for this event click on the following link - places are limited. 

 
Reporting 

Please report all Fraud and Cybercrime to Action Fraud by calling 0300 123 2040 or online. 
Forward suspicious emails to report@phishing.gov.uk.  
Report SMS scams by forwarding the original message to 7726 (spells SPAM on the keypad). 

https://www.ncsc.gov.uk/guidance/smart-devices-in-the-home
https://www.eventbrite.co.uk/e/applied-incident-response-tickets-103407769422
https://www.actionfraud.police.uk/reporting-fraud-and-cyber-crime
mailto:report@phishing.gov.uk
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